As the centrepiece of the Windows server and desktop
platform, Active Directory provides the means to
manage the identities and relationships that make up
your network environment. Expanding on the
foundation established in Windows 2000, Windows
Server 2008 provides enhancements and additions

which advance the versatility, manageability,

dependability and security of this business critical

service.
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Active Directory Recycle Bin - Accidentals deletions are the number one cause of Active Directory disaster recovery
scenarios. The Active Directory Recycle Bin, available for native Windows 2008 R2 domain controller forests, helps
minimise downtime by enhancing the ability to preserve and restore accidentally deleted Active Directory objects. An

online recovery is now possible without the need to reboot domain controller servers and resort to backups.

Fine-Grained Security Policies - In Windows 2000 and 2003 Active Directory, you could apply only one password and
account lockout policy to all users in the domain. As a result, if you wanted different policies for different sets of users,
you had to deploy multiple domains. In Windows Server 2008, you can use fine-grained password policies to apply
different password restrictions and account lockout policies to different sets of users within a single domain. For
example, stricter settings may be applied to privileged accounts and less rigorous settings to the accounts of general

users.

Managed Service Accounts - Compromised vulnerabilities often cause headline-grabbing IT security attacks. Server
based applications typically mandate the use of service accounts which represents a security challenge to IT administra-
tors. Passwords are generally assigned by the IT administrator during creation and never modified. Best practice suggests
that credentials for powerful accounts are changed whenever an administrator leaves the IT organisation. This rarely
occurs in practice as human interaction is required and applications are often disrupted during the update. Managed
Service Accounts (MSA) are now available for Windows 2008 R2 and Windows 7 computers which are modified auto-

matically every 30 days, 240 characters and cryptographically random.

Advanced Group Policy Management ¢ Changes to Group Policy can affect every user and computer on your network.
However, without a change control system, changes are made against the live environment and start affecting users
immediately. If changes have an unexpected adverse impact, there is no way to quickly revert then to a known good
state. Advanced Group Policy Management for Windows 2008 Active Directory provides offline Group Policy editing,
version tracking, difference reporting and deleted Group Policy recovery. An optional workflow process is also available

that includes role-based delegation, review and approval processes plus the ability to roll-back to previous versions of

Group Policy.
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Read-Only Domain Controllers - Satellite offices with questionable physical security are not ideal locations for traditional
domain controller servers. A writeable copy of Active Directory in malicious hands potentially represents a means to
accessing confidential data across the entire Windows enterprise. To mitigate this risk a new type of domain controller is
available with Windows Server 2008. The Read Only Domain Controller (RODC), as its name implies, hosts read-only
partitions of the Active Directory database. This makes it possible for organisations to easily deploy a domain controller in

scenarios where physical security cannot be guaranteed.

Better Together with Windows 7 - Group Policy enables administrators to centrally manage desktop configurations for
groups of computers and users. Windows 2008 R2 Active Directory extends Group Policy to include settings required to

automate the configuration of the new features of the Windows 7 platform.

Workforce Mobility - A Windows 2008 powered Domain Controller server is a requirement of DirectAccess, one of the most
anticipated features of Windows 7. Increasingly workers are becoming mobile and need to stay productive whilst they are
away from the office. Traditional VPN solutions have helped to ease the problem but require manual intervention by the
user, take time to connect and need to be re-established each time the Internet connection is lost. DirectAccess is a native
solution for secure and seamless remote client connectivity that is comparable to internal clients. Users do not have to
think about connecting as DirectAccess automatically links a computer to the corporate network every time an Internet
connection is available. IT staff also benefit as the bi-directional connection provides the ability to administer remote clients

using existing internal management services.

Reduce Domain Controller Reboots - Restartable Active Directory is a feature in Windows Server 2008 that you can use to
perform routine maintenance tasks on a domain controller, such as applying updates or performing offline database
defragmentation, without restarting the server. Other services that run on the server, but that do not depend on Active

Directory to function, such as DHCP are available to service client requests.

Best Practice Analyser - While best practice violations do not necessarily lead to critical problems, they indicate server

configurations that can result in poor performance, poor reliability, unexpected conflicts, increased security risks, or other
potential issues. Best Practices Analyser (BPA) is a server management tool that is available in Windows Server 2008 R2 to
identify deviations from best practices that cause most unexpected behaviour in Active Directory environments. This new

management capability helps IT administrators ensure Active Directory operations are efficient, reliable and secure.

Green Cash Savings - Windows Server 2008 R2 introduces significant advancements in Server Power Management
capabilities which lower power states of processors and cam even turn off individual cores when servers are at low
utilisation. Core Parking lets the Operating System suspend cores that aren't in use, thereby saving energy and money

required to run those cores. Parked cores can be reactivated in milliseconds to respond to increased workloads.

Windows 2000 Active Directory users please note that the Windows 2000 operating system extended support retires on

13/07/2010.
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